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Background

•IT Security VAR and Solutions Integrator

•Personnel experienced within IT Security Industry since 1994

•Best of Breed Service & Product Portfolio

•Adopting Best Practice approach to IT Security Delivery

•Award winning solutions provider



Industry Recognition

Finjan Award:

European Value Added Reseller of the Year 2005

CRN Award:

Technology Innovator of the Year 2004

Check Point Award:

Top Performing Partner 2003: Northern Europe



Securing the Airspace

•Stealing Bandwidth

– Misuse of bandwidth e.g. downloading illegal material or 
spamming

•Stealing Data

– Personal or commercially sensitive data

•DoS Attacks

– Service outages

– Timed sensitive attacks

•Rogue Access Points

– Set up by employees

– Malicious intent



WiFi Monitoring

•Wide range of tools available

•Easy to use and low cost

•Target WLANs and the connected PC/Laptop devices

•WiFi Hacking websites with detailed FAQ’s 

•How-To Guides on cracking WLANs



CommView for WiFi



CommView for WiFi

Very helpful!

Cost: $199 - $499



WI-SPY



WI-SPY

Cost: $99



eBay



eBay



WiFi-n-Spy

Cost: £10.99!



Typical Wireless Vulnerabilities

•No/poor security using default SSID

•Untrained users creating their own WLANs

•Rogue AP’s

•Lack of network monitoring

•MAC Address filtering and MAC Spoofing

•Weak Encryption 

•Lack of physical boundaries



Typical Wireless Vulnerabilities

•Unsecured holes in the network

•DOS Attacks

•Man in the middle attacks

•Unsecured WLAN clients

•War driving

•Easy to eavesdrop



Complete Wireless Security

•Not just the Airspace

•Protect access to it and within it

•Users  - They are who they say they are

•Systems – When on the WLAN, secure your device

•Data – Secure transmission of all data

•Approach to securing the Wireless LAN should be in line with 
Wired LANs



Best of Breed Solutions



Thank You

David Lannin 

Managing Director

david.lannin@assurix.com

Tel. 01635 275 295 / Mob. 07771 710 717
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